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How to  
future-proof 
your compliance  
 Turning the covid-19 crisis into a learning experience

Trend Report

http://www.bisnode.com


3 trends that  
are shaping the 
compliance work 
of the future
According to Bisnode’s Tania Cholet and Birgitte Krabbe Olesen

 
1. 

The digitalization  
of society

Our society is becoming increasingly digital 
and data-driven. Customers and suppliers are 
just a mouse click away, and practically every 

kind of business can be conducted via the 
internet. Borders become “fluid”. This makes 

it more and more difficult to gain reliable 
knowledge about your customer. 

Which data to trust? Which 
sources?

 
2.  

Sanctions and  
“counter-sanctions”

Sanctions are a strong mechanism of 
economic control, issued by UN, EU and 

US Department of Treasury (OFAC). 
But “counter-sanctions” are also 

implemented by Russia and China. 
This is an increasingly important 

factor in the age of “fluid” 
borders.

 
3.  

New technologies
Automation and AI being 

incorporated into your daily 
processes marks a true paradigm 

shift for compliance work, 
leveraging data in a way never 

before possible.
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Intro
The saying that every crisis is also an opportunity can 
sometimes ring hollow, like a worn-out cliché. But it has 
rarely been truer or more relevant than right now.

As the covid-19 pandemic wreaks havoc all over the world, 
business are faced with a multitude of tough decisions.  
To make matters worse, criminals are on the prowl, looking  
for every possible chance to capitalize on the crisis.

The need for increased vigilance against fraud and money 
laundering, as well as ensuring compliance with rapidly 
shifting regulations, might seem like an impossible equation 
when many companies already find their resources spread 
far too thin. However, the tools for automating compliance 
and enabling smart, data-driven decisions are more than up 
to the task.

In this report, our own experts as well as thought leaders in 
the field of compliance explain how certain risks increase in 
times of crisis – but also how this challenge can be turned 
into a learning experience, helping you to future-proof 
your compliance program and face the next big challenge 
with more confidence than ever.
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The perfect storm
 for criminals

The fact that crises can also be viewed as opportunities is 
especially true from the perspective of one group: criminals.

According to Tania Cholet, Certified Compliance Officer and Senior Product 
Manager – AML Compliance at Bisnode, the coronavirus pandemic is a classic 
example of a situation ripe for fraud, money laundering and mismanagement. 
“Crimes like these are absolutely on the rise in times of crisis! Fraudsters are 
always looking to take advantage of vulnerabilities – and the current pandemic 
has made established structures, individuals and society 
unprecedently vulnerable.”

In just a few months, the crisis has created 
countless new attack vectors for these culprits 
to exploit. Government relief funds have been 
the targets of phishing attempts. Shady 
companies ineligible for covid-related benefits 
have nevertheless tried to claim them by 
padding their payrolls with names of family 
members who have never worked there. 
Thieves even took advantage of the fact that 
a Dutch museum was closed due to covid – in 
order to steal a Van Gogh painting valued at several 
million euro.

“The coronavirus has also impacted governments’ and private sectors’ 
abilities to comply with anti-money laundering and counter terrorist financing 
obligations,” Tania Cholet adds. “The Financial Action Task Force (FATF) warns 
about increased risks of money laundering, for example misuse of online financial 
services and virtual assets to move and conceal illicit funds, insolvency schemes 
as a means for natural and legal persons to conceal and launder money, etc.” 

Tania
Cholet
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In fact, a global crisis such as this can be viewed as a 
perfect storm for criminals. Not only are there new 

opportunities for fraudsters, money launderers 
and terrorist financers to exploit. The economic 

downturn also means that businesses scrambling 
for survival are letting their guard down and 
falling behind when it comes to basic due 
diligence procedures.

One widely publicized example is how the 
skyrocketing demand for masks and hand 

sanitizer created a void for fraudulent companies 
to fill. When they stepped in to offer their services, 

they presented themselves as respectable, trustworthy 
entities having been in business for many years. In reality, 

these companies had been created overnight, out of thin air. On 
multiple occasions, they simply disappeared from the radar upon receiving 
payment for their “products”, notes Birgitte Krabbe Olesen, Product Marketing 
Manager – Risk, Credit & Compliance at Bisnode. “Even a simple due diligence 
process on these ‘suppliers’ would have exposed 
them as fraudulent. But as desperate times calls 
for desperate measures, these steps are 
unfortunately often disregarded due to the 
need for fast decisions.”

This challenge is also highlighted in 
a recent report by Marlen Vesper-
Gräske and Dr.   Amir-Said Ghassabeh 
of Freshfields Bruckhaus Deringer, 
one of the world’s largest and most 
esteemed law firms. “With existing 
supply chains being interrupted, 
companies might have to urgently find 
new – and untested – business partners, 
which may mean accelerating standard 
checks. But carrying out proper third-party 
due diligence is more vital than ever given 
its importance for compliance with economic 

Birgitte Krabbe 

Olesen

 
    

 Gunnar Hökmark, former member of the 
European and Swedish parliaments, and 

chairman of the think tank Stockholm 
Free World Forum

“Regarding how to 
deal with criminality, 
a good starting point 

is the old American 
saying ‘If it walks like 

a duck and quacks 
like a duck, it is 

probably a duck’.”
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sanctions, anti-corruption and anti-money-laundering laws, which still 
apply despite covid-19,” Vesper-Gräske and Ghassabeh write.

Tania Cholet stresses that adherence to new and existing rules and 
regulations is important both for the survival of individual businesses, 
and the very fabric of industry itself. “The ultimate purpose of 
compliance with laws, and with anti money laundering legislation in 
particular, is to protect our economy and society. As fraudsters and 
criminals are using the current vulnerable situation to their advantage, it 
becomes even more important to know who you are doing business with. 
The survival of a company is directly correlated to its ability to make 
the right decisions. This is always the case – but it becomes even more 
crucial in times of crisis.”

http://www.bisnode.com


Doing more  
with less

But while it is a challenge to maintain compliance during a crisis, there are 
solutions which make it much more manageable.

According to Tania Cholet, the events of this year have made the benefits of 
automation even more evident than before. “Without a doubt, covid-related 
layoffs have increased the need for automated compliance processes. The skills 
needed to conduct a thorough compliance check are extensive. There is a lot 
of manpower involved in KYC (Know Your Customer) processes. Automation 
simplifies and streamlines regular business processes; allows room for fewer 
human errors; helps to discover irregularities, hidden risks and to predict future 
behavior and future risks.”

The opportunity to automate these processes and reduce the amount of 
manual work is an essential factor for long-term success, Cholet says. “This is not 
something just for larger corporations, but relevant for businesses of all sizes, as 
you can really focus on your business and spend your valuable manual labor on 
the right things.”

In other words, the crisis – while certainly challenging in its own right – can 
be viewed as a learning experience for those companies who wish to be better 
situated to face the challenges of the future. This is also one of the messages 
conveyed by Vishal Sunak, compliance expert and CEO of AI-driven contract 
analytics firm LinkSquares, in a report  published by Corporate Compliance 

It is clear that a global pandemic puts enormous pressure 
on businesses to survive, let alone keep up rigorous 
compliance processes. This has been made even more 
difficult now that compliance departments all over the 
world face staff shortages due to layoffs triggered by the 
economic downturn.
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“ Data is everywhere. It is 
created as we live, work, 
and play, from our actions 
and interactions, online and 
offline. The ability to capture, 
understand, and act on this 
data has the potential to 
create a healthier, safer, 
and fairer society for us all 
to enjoy.”

       Barry Smyth, Digital Professor of Computer Science and  
CEO of the Insight Centre for Data Analytics at University 
College Dublin (”Creating a data-driven society”)

Insights. Sunak notes that organizations which were previously averse to 
automating their workflow have quickly changed their mind in the face of this 
crisis. “Companies that didn’t think they needed a software solution last year 
are realizing [that] they do [...] Looking ahead, we expect more companies to see 
the importance of data and to be willing to invest in it. They’ll want to be able to 
put out fires very quickly when the need arises. Those that invest in data to drive 
decisions will have more power in the post-covid world than those who don’t. And 
that could mean the difference between companies that thrive and those that 
don’t survive.”

When it comes to the key ingredients necessary to future-proof your 
organization’s compliance work, Tania Cholet says that it’s not only a question  
of technology, but philosophy as well.

“I believe the major key to success is the company’s culture with the focus on 
sustainability; honesty towards customers, partners and employees; integrity  
of the leaders and ethical behavior throughout the organization. The company’s 
culture will not change overnight. But you need to start somewhere. The 
challenge is not just to write down compliance policy, which can be really simple, 
but to really live it. Every day, at every level of organization. Simple principles as  
’I keep my promises (or I don’t promise)’ count.”

http://www.bisnode.com


Fighting crime 
with data
The science fiction author Arthur C. Clarke famously stated:  
“Any sufficiently advanced technology is indistinguishable 
from magic.”  In recent years, he has once again been proven 
right – by the dizzying power of AI algorithms coupled 
with big data.

Per Ödling, professor of broadband communications at Lund University, 
pointed to the example of Amazon during a panel discussion arranged by 
Bisnode earlier this year. “Amazon pre-stocks – they try to guess in advance what 
we’re going to buy. Then they ship it to the area where they think people will buy 
it. That’s why you have overnight delivery – it’s not magic. It’s just data. And they 
have 90% accuracy. 9 out of 10 items that they ship in advance will actually be 
bought. That color, that size – everything.”

We now live in an increasingly data-driven society, where digitally accessible 
information is used for practically every purpose imaginable. The amount of data 
generated every year is staggering. Ödling opines: “We have to do something 
with all this data. And if we can use it to fight crime, we should fight crime.”

This, explains Birgitte Krabbe Olesen, is a fight that Bisnode participates in  
by flagging potentially fraudulent actors, so that others can steer clear of them. 
“Bisnode enables a quick overview of companies and persons to eliminate risks. 
During this crisis, new companies popped up claiming to be suppliers of masks, 
hand sanitizer et cetera, and with our tools, it did not take much effort to see 
that the start-up date was very recent, the location was somewhere else than 
stated on the website, and the owners could be identified and checked against 
e.g. PEP lists and sanctions lists. Our real time data verification helps identify the 
red flags on these companies before any payments to them are made, hence 
preventing fraud.”
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According to Krabbe Olesen, connecting the right dots and distinguishing 
between validated and unvalidated data becomes increasingly difficult in a 
rapidly changing world. However, “AI and analytics improves the clarity of these 
data significantly”.

Using the myriad sources at its disposal, Bisnode specializes in validating, 
enhancing and refining data, as well as combining it with extensive analytics. 
“We are able to provide our customers with the best possible data to enable 
them to make the right decisions,” Birgitte Krabbe Olesen says. “The ability to 
focus on the right data is crucial, especially in times of crisis, since this is truly a 
matter of survival of the fittest. Since the only way to avoid risks completely is 
refraining from doing business with anyone, it is increasingly important to make 
sure that you are doing business with the right partners. This is what Bisnode 
enables our customers to do.”

 
    

“ With data you  
can do amazing,  
amazing things.  
But you have to  
have a lot of it!”

      Per Ödling, professor of broadband  
communications, Lund University
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The end of “business  
 as usual” 

A “black-swan event” is defined as a rare, unforeseeable 
occurrence with severe, long-lasting consequences. 
According to Vishal Sunak, compliance expert and CEO of 
AI-driven contract analytics firm LinkSquares, this is exactly 
what we are going through right now.

“In just a few months, the concept of ‘business as usual’ has gone out the 
window. The coronavirus pandemic has much of the world in lockdown, upending 
day-to-day life and business as we know it,” Sunak states in a report published by 
Corporate Compliance Insights. “Legal and compliance teams are racing to see 
what exposure their organization has during this black-swan event”.

Sunak warns that “The consequences of the pandemic may be more far-
reaching than you’ve imagined. If your revenue stream dries up, a supplier stops 
manufacturing a part you need to make your product or a shipping company 
ceases deliveries, there could be a devastating ripple effect on your business. To 
put out these and countless other fires, you have to be able to identify the issues  
– and quickly. Access to data is essential”.

Sunak agrees with other thought leaders in this field that AI is a game changer 
when it comes to ensuring compliance going forward, as it helps “in-house legal 
teams to protect their companies, understanding and mitigating risks and 
liabilities in minutes rather than months. [...] It also lays the groundwork to prevent 
future issues, automatically providing key insights with deep search, custom 
reporting and analytics.”

Steinar Paulsen, Director of Product Management – Risk & Credit, AML 
Lead Bisnode Group, says that the crisis has increased risk across the board. 
“It changed the day to day operations of literally every business worldwide, 
shifted priorities and strategic plans. It made our financial system extremely 
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vulnerable. As businesses struggle to survive, they miss on sales and revenue, 
and many cannot pay their debts. The risks of insolvency are increasing; not 
just small but also medium-size and larger businesses have 
problems. With authorities on lockdown, less personnel, 
less control, delay in reporting and loopholes in the 
legislation have opened the doors for fraudsters 
and criminals of all kinds.”

The need for vigilance might be higher than 
ever, but thanks to the range of powerful data-
driven tools available to today’s compliance 
officers, the future looks much less bleak than it 
otherwise might have. “We at Bisnode support 
our customers with trusted information and 
analytics to help make the right decisions, minimize 
financial losses and survive the crisis. Our suite of 
risk solutions, Bisnode RiskGuardian, helps to avoid 
credit risks and establish efficient Know Your Customer (KYC) 
processes, to help comply with AML legislation,” Steinar Paulsen explains. These 

services include the ability to automate customer onboarding 
and monitoring, supporting compliance with AML 

legislation, and identifying “black sheep”. “Even a 
simple due diligence check will help mitigate risk 

of fraud: does the company really exist? How 
long has the company been in business? 

Who are the company’s real owners? Who 
are its board members?”

Vishal Sunak expects this crisis to 
have a profound effect on the role of 
compliance experts going forward. 
“An experience like this will affect the 

compliance and legal professions for 
years to come. Potential employers will 

want to know what you did during the 
crisis, how you supported and protected 

your business and what kind of battle plan you 
implemented.”
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“ Thanks to the open 
society, there are 
very few areas 
where criminals can 
hide. It brings a lot 
of good, in terms of 
keeping corruption 
levels low.”

     Magnus Sjögren, group general counsel, 
Bisnode, and co-founder of the Swedish 
Consumer Credit Association

Steinar 
Paulsen
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The covid-19 pandemic has had a tremendous impact 
on every aspect of society, putting enormous stress on 
businesses all over the world. It has decimated earnings, 
necessitated wave after wave of layoffs, and provided 
ample opportunities for fraudsters, terrorist financers and 
other criminals. 

The fact that the situation is improving in certain countries 
and regions does not mean that everything will return 
to normal. As firms begin to re-open, they instead find 
themselves having to adapt to a new normal, far from the 
old “business as usual”.

We may never see a crisis like this again, but it will  
almost certainly not be the last major challenge your 
organization faces. If there is anything positive to be  
said about a situation like this, it is that we can learn  
from it, and become better at adapting to adversity.  
For those working in the fields of compliance and AML, the 
crisis has highlighted the need for automated processes, 
preventative measures such as transaction monitoring, 
and access to reliable data about your business partners.

The sooner we all start implementing this, the better  
it is for every individual business – but also for society  
as a whole.

Outro
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Bisnode, a leading progressive data and analytics company, is building 
a brighter future using smart data and analytics. We have more than 
2,100 passionate and curious employees who collaborate in 19 countries 
to predict strategic moves in advance, deliver remarkable insights, and 
ultimately find innovative solutions to enduring problems for our customers.

For more information visit www.bisnode.com.
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